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Abstract—The ability to securely authenticate RFID (Radio- proofs could be compromised. In Section Ill, we describe the
Frequency Identification) tags is of paramount importance in proposed proof addressing some of the concerns discussed in
RFID-tagged applications where the integrity of the system as gection |1, This is followed by brief security analysis of the

well its security can be compromised by an adversary. RFID . . .
tags have resource constraints including limited memory and ProPOsed proof in Section IV. Section V concludes the paper.

pr_oc_e_ssing capacity which res_trict utiIizatic_Jn Qf cryptographic I
primitives that have been used in other applications. We consider )
the case where two or more RFID tags need to be simultaneously  Juels (2004) and Saito and Sakurai (2005) present proofs
scﬁqgﬁg-e J()l:‘elt\SNc)(Z(F)z%%) ptg’védegaﬁo p;?]c(’; fé);kg;gi S(ig(‘)‘g;"’)‘”f;gf for simultaneous presence of two RFID tags in reader’s field.
exis . . . : h P
showed that the proof desgcribed in Juels(2004) is vulnerable !n this section, we F:on5|der each of thes“e In.turn. SpF:',CIfICEl”y,
to ‘replay attack, and proposed new proofs to alleviate this IN the next subsection, we describe the “Yoking Proof” (Juels,
problem. However, the proofs provided by Saiko and Sakurai 2004) and its critique by Saito and Sakurai(2005). We then
(2005) are not immune to ‘replay attack. We propose a modified provide a brief discussion on “grouping proof’ (Saito and
proof and provide its security analysis. Sakurai, 2005) in the following subsection. In a subsequent
subsection, we show yet another complementary scenario
where “yoking proof” is not immune to ‘replay attack.’ We
RFID (Radio-Frequency Identification) tags are slowly beshow that the “grouping proof” too is not immune from ‘replay
coming popular as replacements for barcodes in several apgliack.
cation areas. Although quite expensive compared to systefistations Used:
using barcodes, the costs associated with attaching RFID tags \/. verifier for MAC
ang i(;nplimenting relevant systems su_ch <’:(ljS tag rea(:]ers, baglg— [ 14, Iy random numbers
end database systems, etc., are coming down as the number X
of implementations increases over time (Finkenzeller, 2002). : K/IJXC?BI\I/IZ:;:;Ztekiﬁhzfnﬁfa:t[i)o:agfée& Ts
RFID tags have several advantages over barcodes including MAC.T[m]: MAC using secret key x on message m
the ability to store more data, contactless readability, being. TS: tih’ne stamp
able to be read in batches, no need for line-of-sight to be read, Pas
among others. These advantages, of course, come with costs
including the obvious monetary ones as well as those in terms Yoking Proof

pf privacy qnd security. Sev_era_l studies have approached thige|s(2004) presented the “yoking proof” (Figure 1) for two
issue of privacy and security in RFID tag enabled systemgys7, andTj to be simultaneously scanned. Here, the reader
(e.g., Avoine and Oechslin, 2005, Weis et al., 2004) Witfyteracts with the two RFID tagg}, and7}s) and a back-end
varying levels of success. trusted server/verifier (V). The tags themselves cannot interact
In this study, we are interested in a specific scenangh each other, but only with the reader.
involving RFID tag applications, namely the case where si- The scenario begins when the reader sends a “left proof” to
multaneous presence of two tags in a reader’s field is 10 Bfe of the tags indicating its role in the protocol. The ‘left’ tag
proved._ This has been studied by Juels (200.4).and Saito a8dcts by generating and transmitting a random numiegy. (
Sakurai (2005). Example scenarios where this is relevant &fge reader forwards this along with “right proof” to the other
the need for certain medications to be dispensed together withyht) tag. This tag generates the MAGn(z) usingzz on
an appropriate leaflet, the need for two parts to leave a factory ‘The secret keys 4 andz are known to the server. The
together, and genergl!y any situation that dictates the combinggong tag then transmits; along with a randomly generated
presence of two entities (Juels, 2004). number ¢ ). This random number is sent by the readef’iq
This paper is organized as follows: we present an overvigyhich then uses: 4 to generate MAC om resulting inm .
of related work and provide a brief evaluation of these in thehe tag7, then sendsn4 to the reader which assembles
next section. We also observe conditions under which thes@srything necessary for the prodP(s) and sends them to

IEEE International Conference on Pervasive Services (ICPS’06), 26-936 back-end server for verification that the tags and 7’z
June 2006, Lyon, France. were scanned together.
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Saito and Sakurai(2005) show how a ‘replay attack’ can
played against “yoking proof’ (Figure 2). Here, the authors rs
separate the interactions between the reader and the®ags|( ™A =
and7’z) across time (represented by the horizontal lines acrgsMAC, [TS]
T, andT’s in Figure 2) and show that the interactions between
the reader and the tdfj4 can be captured ahead of time and
‘replayed’ to tag7's at a later point in time.

Although interactions between the reader d@hg can be
captured earlier in time the interactions between the reader
and tag7'4 are not completely independent of the interactions
between the reader and the tdg. For example, although
an adversary can generate and transmit a random numbe
to T4, the MAC generated by'4 is not independent of the
random number g generated by the ta@’z. Hence, when
P,p is generated, there will be a mismatch between the
random number r that is used Gy for m 4 and the random ] )
number ¢5) generated byl’s. This issue can be bypassedhere is .yet another (complementary) scenario that falls prey
by submittingr, 74, m4, andmp to the verifier (V) since © @ similar ‘replay attack’ but on the other tag. For example,

the reader (here, the adversary) has complete control over $#{¥€74 is not used by tag’s after it is transmitted to the
content of what is submitted to the verifier. reader, any random number (r) can be used from this time on

) and the end result would not be different. I.e., we can capture
B. Grouping Proof the transmissions between the reader andZtagand replay
Saito and Sakurai (2005) present another proof (yokingin its absence to the other ta@'{) as shown in Figure 4.
proof with time stamp) which they call the “grouping proof” Similar to “yoking proof,” the “grouping proof” too is
(Figure 3) where “yoking proof”s ‘replay attack’ can bevulnerable to ‘replay attacks’ as given in Figure 5. Here, an
avoided. The grouping proof proceeds as follows: Initialadversary begins by repeatedly transmitting messages to the
the reader sends TS, the time stamp, to both the tags. T’ tag (74) using several different time stamps from some
T4 (the ‘left’ tag) generatesn 4 using its secreta(4) on TS later points in time. Various disparate combinations of (TS,
and transmitsn 4 to the reader. The reader transmits this to14) can be gathered in this manner. Then, at some later
the ‘right’ tag (I'z), which uses its secretzg) on TS and point in time when TS becomes true, the ‘replay attacks’ can
my to generatenpg, which is then transmitted to the readerbe instantiated without the presencelof. It is worth noting
The reader then assembles TS ang to generate the proof that, unlike “yoking proof,” the complementary scenario is not
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Fig. 5. Replay attack against “Yoking Proof” using time stamp

(PaB). vulnerable to ‘replay attack.’ This is becausg; is dependent
on my4 and therefore cannot be generated before generation
Tag Ta Reader Tag 15 of maA by the ‘left’ tag (TA_). We use this principle in the
TS TS modified proof presented in the next section. The fact that
ma = — - Puip uses .onlymB (and notmy,) could also lead to other
MAC, ,[TS] vulnerabilities.
ma ma
— —
mp = I1l. M ODIFIED PROOF
MAC, ,[TS;mal . . _— . _
ma The proposed modified proof givenin Flg_ure 6isa Vfarlatlon
I of “yoking proof.” It uses a principle partially used in the
Pap = “grouping proof,” as mentioned at the end of the previous
(TSmp) section. The idea is to ensure that the inputs to a tag are based
Fig. 3. “Yoking Proof” using time stamp (Saito and Sakurai, 2005) on parameters that are necessary for the other tag, and to create

dependence of the tags on each other so that they cannot be
processed separately in the proof without the presence of the

According to Saito and Sakurai (2005), the reason TS wafer tag. _ . _
generated by V and used in the proof is to verify the time We assume that the reader authenticates itself with the

at which a given MAC was generated. Since these times &f@ck-end verifier before beginning the process of obtaining
known, ‘replay attacks’ reusing these MACs can be preventéd{fom V as well as when returnin@, at the end of the

C. Discussion on “yoking” and “grouping” proofs

In addition to the ‘replay attack,’” mentioned in Saito andisregard any such influence. While generating a proof, when
Sakurai (2005), that can be played out on “yoking proofA transmission of interest fails to reach its intended receiver,

process. Although this assumption by itself should provide a
reasonable amount of support against attacks on the system, we



as evidenced by a lack of response within a pre-specified tilAdack on user privacySince no ‘private’ information is
limit, the transaction is cancelled and started all over agairansmitted during the proof, this is of no concern here.
with a freshr from V. Beyond this, the main differences of

the proposed proof (vs. “yoking proof”) are as follows: Attack on location privacySince data used in transmissions

« The addition of a random variable (r) sent to both the tad& & 74, 75, B, ma, andmp) are refreshed every time the
from the verifier through the reader. This helps us kee;goof is run and none of these are stored for future runs of
track of the time duration between the initial transmissiof€ Proof, location privacy is guaranteed.
from the reader to the ‘left’ tag and final submission of ) . ]

P, for verification by the verifier. The random variableAttack against the keythis happens when an attacker listens
ris also used as seed for generatingandrz by the in on the transaction and tries to identify the key values.
tags. Again, if the keys are selected appropriately (e.g., Lenstra

« The MAC generated b{; depends on both andr,. @nd Verheul, 2001), this is not of concern.

The use ofr4 in generatingm g is crucial. Sincer, is ) _ _ _

generated and used internally Ty for generatingm 4 Attack against |mplementat|orPrOV|Qed the_ keys_ar_1d the
as well, an adversary cannot run ‘replay attack’ on eith&gndom numbers are genereted with caution, this is not of
of the tags. Because is generated by the verifier, theCONCern.

dependence om for generatingmp adds yet another )
layer of protection against attacks. Disassembling the tagsThese tags are clearly not tamper-

« The fifth transmission in the proof is; instead ofr; 'eSistant, and can be disassembled to retrieve MAC as well

(as in “yoking proof’). This helps in the generation ofSS- Even if this happens, due to the forward privacy of the

mA. proof, past transactions are secure.

o The use ofmpg in generatingm 4 is crucial sinceT's
has to wait forT’sz to generateng. Therefore,I'4’s part V. CONCLUSION

of the proof can.not occur beforEB’s part apdTB S part We evaluated the two proofs that have been proposed thus
cannot happen independently since it too is dependent]%

) > P in the literature for ascertaining the simultaneous presence
input from T’y (r). Ta also generates,, which is kept ¢ 1 prp tags in the field of the reader. We showed that

mte_rnal (ie., 't. Is not received as input from an OUtS'(.jSoth these proofs have minor areas of concern, and proposed
entity). Hence it cannot be corrupted by an outside €Nty means to address these concerns using minimal processing
for tags that cannot execute standard cryptographic primitives.
We also provided brief security analysis of the proposed proof.
IV. SECURITY ANALYSIS Although we discussed only the case where we are inter-

Following Dimitriou (2005), we present a brief securit)ﬁSted in proving the simultaneous presence of two tags in

analysis on the proposed proof for simultaneous scan of thit field of the reader, extending this to a case where several
RFID tags. tags are simultaneously present is relatively straight-forward.

One of the ways of extending this would be to collapse the

Attack on a tag.This type of attack refers to the scenariN€SSages sent to taly; into the reader and let the reader
where an adversary pretends to be the reader. Since the pﬂﬁﬂeratemBi (¢ = 1..n, where n is the number of tags of
is based on avoiding exactly this type of attack, the adversaRjerest) values for each of the tags. In the efd; can be
will not be able to succeed in completing the proof even fvaluated based ofu,, 7a,, .74, 7, M, Mas, - MA, -
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